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Abstract: This article shows the importance of biometric authentication systems in increasing
security. The study analyzes the developments of scientists such as Dr. John Daugman, Dr. Anil
K. Jain, Dr. Tieniu Tan and Dr. Arun Ross, and examines the effectiveness of their algorithmic
approaches and techniques. Methods for processing iris, fingerprint, face image and other
biometric features, including Gabor filtering, Fourier transform, Haar cascade algorithms and
Bayesian statistics, have provided high accuracy and reliability in authentication systems. The
results confirmed the important role of these methods in increasing the effectiveness of biometric
authentication systems. In the future, the integration of these systems with artificial intelligence
and multi-modal approaches is expected to open up new opportunities.
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AnHoTanusi. B crarbe mokasaHa BaXXHOCTh CHUCTEM OHMOMETPUYECKON ayTeHTHU(HUKALUU B
NOBBIIIIEHNH 0e30macHOCTU. B ncciienoBaHny aHaNM3UPYIOTCS pa3padOTKU TaKUX YYEHBIX, Kak
nokrop Jlxon Jlayrman, nokrop Anui K. Jlxeiin, noktop Tuenny Tan u noxkrop ApyH Pocc, a
TaKkke u3ydaeTcss 3(P(EKTUBHOCTh HMX aNTOPUTMHUYECKUX MOIXOJOB M METOJO0B. MeETObI
00paboTKK pamykHOW OOOJIOUKH TJla3a, OTHEYATKOB MallblIeB, M300paKEHUN JHUIAa U JPYTHX
OMOMETpHYECKUX TMpPHU3HAKOB, BKIO4as ¢uibrpanmto [abopa, mnpeoOpaszoBanue Dypsbe,
KacKaJIHble aNrOpUTMbl Xaapa U 0aileCOBCKYIO CTaTUCTHKY, OOECIIEUMIH BBICOKYIO TOYHOCTh U
HA/IGKHOCTh B CHCTEMax ayTeHTU(UKAIMH. Pe3yiapTaThl NMOATBEPAMIN BaXHYIO POJIb ITHUX
METOJIOB B TOBBIIMIEHUH 3(P(HEKTUBHOCTH CHCTEM OHOMETpHuecKoil ayTeHTHUKauuu. B
OyayuieM OXUAAeTCs, 4YTO MHTErpalus AITHUX CHUCTEM C HCKYCCTBEHHBIM HHTEIIEKTOM U
MHOTOMOJQJIbHBIMU MOAX0JaMU OTKPOET HOBBIE BO3MOKHOCTH.

KuroueBble ciioBa: 6momerpuueckas ayreHTudukanus, ¢unstpanus ['abopa, mpeodpa3oBaHue
®Dyphbe, KacKaAHbIN alropuT™M Xaapa, OalilecoBCKasi CTAaTUCTHUKA, MOJIaJIbHbIE CUCTEMBI.
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Introduction

The rapid development of information technologies has made issues related to the security of
information systems increasingly urgent. Every day, new methods emerge that create potential
cyber threats and attack risks, posing serious challenges for both organizations and users.
Ensuring data security requires the implementation of effective authentication mechanisms.
Traditional authentication systems based on passwords and PIN codes often fail to provide
sufficient protection; therefore, biometric authentication methods are now considered effective
solutions that meet modern security requirements. Biometric authentication ensures a high level
of security by analyzing the user’s biological or behavioral characteristics. Such systems utilize
features like fingerprints, facial images, voice patterns, or iris textures for identity verification.
This study aims to develop a mathematical model and algorithm that enhance security in
information systems through the application of biometric authentication methods. The proposed
model plays a crucial role in maintaining the principles of confidentiality, integrity, and
availability within information systems.

Methodology

Research in the field of biometric authentication is rapidly evolving. Below are some of the
prominent scholars and their research findings that have significantly contributed to
advancements in this area. The studies of these researchers have played an essential role in
achieving major breakthroughs in biometric authentication and have been widely applied to
enhance the security of information systems. Dr. John
Daugman has made pioneering contributions to the development of iris recognition technology
in biometric authentication systems [1][2][3]. His methodology primarily consists of two main
components: Gabor filtering techniques and Hamming distance calculation [2][4].

Gabor Filtering Technique: This technique is used to digitally identify the unique patterns of the

human iris. It analyzes local frequency and orientation variations within the image using Gabor
filters, which are defined by the following general mathematical expression [2]:

2 { 2

202

H H

G(z,y) = exp - cos (2mupz + @),

Hamming Distance Calculation: The Hamming distance is used to measure the degree of
similarity between the encoded iris template and a newly captured iris image. It quantifies how
many bits differ between the two binary iris codes. The smaller the Hamming distance, the
higher the similarity between the two patterns, indicating a greater likelihood that both samples
belong to the same individual.

1 N

H = N ;(Oi eh 1),

Ci vaT; template and new image bits, respectively, — XOR operation, N number of bits [4].
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Dr. Anil K. Jain has developed sophisticated algorithms for biometric data recognition, including
fingerprints, facial images, and irises.[5] This technique, which uses spectral analysis of images,
allows for high-resolution processing of biometric patterns.[5] The following formula is used to
extract the frequency domain features of an image

F(u,v) = f f f(z, y)e Tt dady,

Wavelet Decomposition: Wavelet techniques are used to analyze images at multiple
scales and extract important features. This method helps to efficiently encode biometric data. In
addition, Dr. Tieniu Tan has developed innovative algorithms for face recognition and gait
pattern identification. This method is based on the principle of extracting the main features of the
face in an image. It is used to detect facial features (eyes, nose, lips). The algorithm is based on
the following linear function for face recognition:

N
R(ma y) — Z w'éh'é(mw y)a

i=1
here h; — Haar features, w; — their weight [6].

Optical flow analysis: The direction and speed of movement in an image are measured to
analyze walking style. The optical flow technique is based on calculating the movement
trajectory of each pixel[6].

Results

The conducted research has demonstrated significant advancements in the development of
biometric authentication systems. Dr. John Daugman’s iris recognition algorithms are
distinguished by their high accuracy and reliability [1][2]. Through the use of Gabor filtering
techniques, the unique patterns of the iris were precisely identified, while the Hamming distance
provided an effective means for comparing these patterns. The results indicated that this
approach achieves over 99% accuracy in user identification within authentication systems [3]. Dr.
Anil K. Jain applied Fourier transformation and Wavelet decomposition techniques in biometric
data processing, which considerably enhanced the accuracy of facial and fingerprint image
analysis. These methods successfully identified micro-details in fingerprints and extracted
distinctive features from facial images [5]. The outcomes confirmed the high potential of these
techniques for improving the efficiency of biometric authentication systems [5]. Dr. Tieniu Tan
utilized the Haar cascade algorithm and optical flow techniques for face and gait recognition.
This approach enabled real-time facial detection and the identification of unique gait
characteristics. These technologies have been successfully implemented in large-scale security
systems, such as airports and train stations, demonstrating strong practical applicability. Dr.
Arun Ross conducted research on multimodal biometric systems, improving authentication
accuracy by integrating multiple biometric traits. Using modality fusion algorithms and Bayesian
statistical models, he achieved an effective correlation between different biometric
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characteristics [7]. The results showed that this approach ensured reliability levels exceeding
98% in biometric authentication systems [8]. Overall, these studies have made significant
contributions to enhancing the efficiency and reliability of biometric authentication systems.
Their global adoption is steadily expanding, opening new possibilities for developing security
technologies that meet modern protection requirements [ 1][5][8].

Discussion

Biometric authentication systems have become one of the most reliable and effective
tools in the field of modern security. These systems enhance the accuracy of user identification
while reducing security risks. This study analyzed the developments of four leading scholars in
biometric authentication and discussed the outcomes achieved through their scientific
approaches.

Dr. John Daugman’s iris recognition algorithms represent one of the most significant
achievements in authentication systems. His approaches, particularly Gabor filtering techniques
and Hamming distance computation, not only improved recognition accuracy but also
significantly increased the processing speed of iris patterns. The practical application of these
techniques opened new opportunities for enhancing the reliability and robustness of security
systems. Dr. Anil K. Jain, a
leading researcher in biometric data processing and recognition, successfully employed Fourier
transformation and Wavelet decomposition to extract fine-grained features of fingerprints and
facial images. These techniques contributed to improving the performance of biometric systems
and accelerating the authentication process. The findings indicate that such approaches not only
strengthen security but also have a considerable impact on the advancement of data processing
technologies. Dr. Tieniu Tan’s research on face recognition and gait
analysis has been particularly valuable for security systems handling large-scale data. By
utilizing the Haar cascade algorithm and optical flow techniques, it became possible to detect
facial images and gait characteristics in real time. This technology introduced new directions for
identifying unique human biometric traits and demonstrated high efficiency in practical security
applications.

Dr. Arun Ross made significant contributions by developing multimodal biometric
systems that enhance both accuracy and reliability in authentication. Through modality fusion
algorithms and Bayesian statistical models, he combined multiple biometric features to achieve
higher precision and robustness. This approach not only compensates for the weaknesses of
single-modality systems but also provides more reliable solutions for complex security
infrastructures.

The overall analysis shows that biometric authentication systems possess great potential in
addressing modern security challenges. The continuous development of algorithms for
processing iris, facial, and fingerprint features not only improves security levels but also allows
authentication systems to adapt more effectively to human needs. The integration of these
technologies with artificial intelligence (Al) in the future is expected to open new horizons for
creating more intelligent, adaptive, and secure authentication systems.

Conclusion
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Biometric authentication technologies stand out as a modern and reliable approach to
ensuring the security of information systems. In this study, biometric authentication algorithms
developed by four leading researchers — Dr. John Daugman, Dr. Anil K. Jain, Dr. Tieniu Tan,
and Dr. Arun Ross — were analyzed. Their contributions have played a crucial role in accurately
processing biometric data, identifying users, and ensuring reliable authentication processes.

Biometric methods based on iris
recognition, facial analysis, fingerprint scanning, and gait identification have significantly
improved the efficiency of security systems. In particular, multimodal authentication approaches,
which combine multiple biometric features, have further enhanced accuracy and reliability.

The findings of
the study show that biometric authentication not only simplifies user identification but also
eliminates vulnerabilities inherent in traditional authentication methods. In the future, the
integration of these systems with artificial intelligence and machine learning technologies is
expected to lead to the creation of smarter, more adaptive, and more secure authentication
systems.
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